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Objective:
Security Overview of Bluetooth whitepaper
* Inthe CEHv6 Labs CD-ROM, navigate to Module 37
* Open the Security Overview of Bluetooth.pdf and read the content

Security Overview of Bluetooth
Dave Singelée, Bart Preneel

COSIC Internal Report

June, 2004

Abstract

In this paper, we give a short overview of the security architecture
of Bluetooth. We will especially foeus on the key exchange protocol
in Bluetooth. This is the most important security critical part of
the security architecture. Unfortunately, there are a lot of security
flaws in the Bluetooth standard. Some are rather theoretical, but
most of the problems can be exploited by an attacker. An extensive
overview of the security flaws in Bluetooth will be given in this paper.
Some of these security problems, e.g. the Bluesnarf attack, were only
discovered very recently.

1 TIntroduction

Page | 735 Ethical Hacking and Countermeasures v6 Copyright © EG-Gouncil
All Rights Reserved. Reproduction Strictly Prohibited




Ethical Hacking and Countermeasures v6 Lab Manual

Lab 37-02
Objective:

Bluetooth Security Whitepaper
* Inthe CEHv6 Labs CD-ROM, navigate to Module 37

* Open the BTKeylogging attack and countermeasures.pdf and read the content
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The IASTED Intemmational Confereace oa Commuication, Network and Iformatios Securiy (CNTS 2005)
Phosuy, Arizons, USA, Novmber 1416, 2005

TWO PRACTICAL ATTACKS AGAINST
BLUETOOTH SECURITY USING NEW
ENHANCED IMPLEMENTATIONS OF

SECURITY ANALYSIS TOOLS

MSe Keijo M J. Haataja
Senior assistant
Department of CS
University of Kuopic
Finland

E-mail: haataja@cs.uku.fi

Contents

+ Overview on Bluetooth technology

+ Overview on Bluetooth security
Introduction to On-Line PIN Cracking
Introduction to Brute-Force BD_ADDR
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Overview on Bluetooth technology
Wireless data transfer via ACL (Asynchronous
Connection-Less) link
Wireless two-way voice transfer via SCO/eSCO
(Synchronous Connection-Oriented / Extended $CQ)
lmk
Data rates up to 3 Mb/s
5x5 mm microchips form ad-hoc networks
2.4 GHz ISM-band (Industrial Scientific Medicine).
£=2402+k MHz, k=0, 8
Typical communication range is 10 - 100 meters
Bluetooth SIG (Bluetooth Special Interest Group)
develops technology and brings devices to the market

Current Bluetooth sp: 15 2.0+EDR (Ent
Data Rate)
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Objective:
Bluetooth Security Analysis Whitepaper
* Inthe CEHv6 Labs CD-ROM, navigate to Module 37
* Open the BTVoiceBugging attack.pdf and read the content

Detailed descriptions of
new proof-of-concept
Bluetooth security analysis
tools and new security
attacks

Keijo M.J. Haataja

Report B /2005/1

UNIVERSITY OF KUOPIO
Department of Computer Science

P.O. Beoe 1627, FIN-T0211 Kuopio, FINLAND
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Objective:

Bluetooth Replay Attack Whitepaper
In the CEHv6 Labs CD-ROM, navigate to Module 37

Open the kaarle.pdf and read the content

& Adobe Reader - [kaarle. pdf]
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Key Replay Attack on Improved Bluetooth
Encryption

Kaarle Ritvanen and Kaisa Nyberg
MNokia Research Center
Helsinki, Finland
{kaarle.ritvanen,kaisa.nyberglonckia.com

Abstract—The Bluetooth encryption algorithm F, is consid-
ered weak, and there are plans to extend the specification so
that it would support several algorithms. However, this does not
improve the overall security because an active attacker can set
up a previously used encryption key by a replay attack. In this
paper, we show how this vulnerability can be exploited to thwart
any improvement in the encryption method. We also investigate
alternative modifications to the Bluetooth security architecture

to overcome this problem.
Index Terms— ACO, Barkan-Biham-Keller attack, Bluetooth,
Eo, key replay

I. INTRODUCTION

Bluetooth 15 a wireless communications standard intended
to be used in personal area networks. Many handheld devices,
such as mobile phones, personal digital assistants and laptop
computers incorporate a Bluetooth radio to enmable low-cost
wireless data fransmission.

Like all modermn radic communications systems, Bluetooth
wses an encryption algorithm to protect the transmitted data
from eavesdroppers. The encryption algorithm 1s a stream
cipher called Ej. which is based on Linear Feedback Shift

el 83.50x11.0000 £

against the EAP-AKA protocol [4] when a Bluetooth link is
used between the victim devices [3].

Before presenting the details of our attack, seme background
information 1s covered. Section II reviews the state-of-the-art
attacks on Ej. The Bluetcoth encryption key exchange and
authentication procedures are described in Section III

II. ATTACES ON ENCRYPTION ALGORITEM Ej

In 1999, Hermelin and Nyberg showed how it is possible
to tecover the initial state of the LFSRs from 2% consecutive
keystream bits doing a work of 2% [6]. The amount of work
has later been reduced to 2°' and the required knowledge of
kevystream bits to 250 [7]- These attacks explodt linear correla-
tions in the summation combiner Nevertheless. these attacks
are of theoretical nature since the LFSEs are reinitialized after
each packet and the length of the keystream never exceeds
2744 bits! [1].

At the moment, algebraic attacks seem to be the most
effective attacks on Ej. Kiause devised an attack requiring
a work of 277 but only 128 consecutive bits of known
vlaintext [8. Sect. 71. That amouat is eminently realistic for
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Objective:

VoIP Security Whitepaper

* Inthe CEHv6 Labs CD-ROM, navigate to Module 38
* Open the SP800-58-final.pdf and read the content

! Adobe Reader - [SPBOO-58:final. pdf] =13
T Fie Edt Ve Document Took Vindow e HEE
2HZ® N \_\-""7_ I~ O HIE: % |- @ IM-@- <7
| »
-
y ? Special Publication
National Institute of Speca

Standards and Technology
Technology Administrafion
U.S. Depariment of Commerce

Voice Over IP Systems

Recommendations of the National Institute
of Standards and Technology

[ comments “_ Attachments

D. Richard Kuhn, Thomas J. Walsh, Steffen Fries

CEE R
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Objective:
Future of VoIP Security Whitepaper

* Inthe CEHv6 Labs CD-ROM, navigate to Module 38

* Open The Future of VoIP Security.pdf and read the content

1 Adobe Read

The Future of VolP Secu
| Fle Edt View Document Tools Window Help

]

L E IS E D e SR N e
VolP Building Blocks 3
-
There are a variety of devices, protocols and configurations seen in typical VolP

deployments today. VolP technology can be used to make calls between: a PG
and a traditional phone, a PC and another PC, a traditional phone and another
traditional phone (voice is packetized and travels over the IP network), a VolP
phone and anather PC, and a traditional phone or VolP phone,

Conyright ©2004 TippingPoint Technologiss, Inc. Al righs ressrved.

Comments & Attachments

The physical elements that are present in a typical VolP deployment include

VolP Telephone: The VolIP phone used by an end-user to make a
telephone call. The phone is capable of converting voice into media data
packets. The phone may also have advanced features like Web browsing,
instant messaging and multi-media conferencing

Call Server: Software that runs on a dedicated server platform and offers
the functionality of call control and call signaling. This is essentially porting
the conventional functions of Private Branch Exchange (PBX) to a
dedicated server.

Gateway: The network device that connects the IP network and the
carrier network such as ISDN or PSTN.

Optional Elements: MultiPoint Control Units for conferencing, backend
services for data tracking of call endpeints, authentication servers etc

il
i

Id 4 <2 [b bl ©
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Objective:

VoIP Threat Taxonomy Whitepaper
In the CEHv6 Labs CD-ROM, navigate to Module 38
Open the VOIPSA_Threat_Taxonomy_ 0.1.pdf and read the content
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#1 Adobe Reader - [VOIPSA_Threat_Taxonomy_0.1.pdf]

-_J_:Flle Edit Wiew Document Tools Window Help

2 EHE® M

O @A L

L Attachments

L Commernits

Introduction

This Taxonomy defines the many potential security threats to VolP deployments,
services, and end users.

The overall goal is to help drive VolP secunty awareness with the press, industry
and public. In particular this Taxonomy provides a detailed structure for
technical vulnerabilities that informs the following constitutencies:

+ Press and public
+ All vendors across the value chain including:
o carrers,
service providers,
equipment vendors
software developers, and
system integrators
The technical community of designers and experts
Media and entertainment content developers and publishers
The policy and regulatory community
The law enforcement community

o000

« s s

This Taxonomy also provides a clear definition of security to make security
measurable, actionable and subject to economic and social trade-off analysis.

An example of the benefit of this Threat Taxonomy is the qualification of risks.
While some early press accounts focused on potential VolP spam and VolP call
hijacking, the consensus of learning from this project is that there are many other
threats that may more prevalent or significant as risks today including economic
threats from deceptive practices, malware (such as viruses and worms) and
denial of service

4 4 o [ b bl © U
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Objective:
Enterprise VoIP Security Whitepaper
* Inthe CEHv6 Labs CD-ROM, navigate to Module 38
* Open the Enterprise VoIP Security.pdf and read the content

White Paper

Enterprise VolP Security

Best Practices
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Objective:

Enterprise VoIP Security Whitepaper
* Inthe CEHv6 Labs CD-ROM, navigate to Module 39
* Open the Privacy Protection in RFID.pdf and read the content
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An Overview of Approaches to Privacy Protection in RFID

Jimmy Kjallman
Helsinki University of Technology
Jimmy.Kjallmanetkk.£i

Abstract

Radio Fraquency Identification (RFID) is a common term for
technologies using micro chips that are able to communicate
over short-range radio and that can be used for identifying
physical objects. RFID technology already has several ap-
plication areas, and more are being envisioned all the time.
While 1t has the potential of becoming a really ubiquitous
part of the information society over time, there are many se-
curity and privacy concerns related to RFID that need to be
solved. These 1ssues have been addressed quite extensively
by researchers in this field, and as a result, several protec-
tion mechanisms have been developed for different types and
uses of this technology. This paper examines some of these
proposed technical approaches to privacy protection in order
to find out their suitability 1 terms of security versus utility
in thair nronosed domains of annlication

2 Background

2.1 RFID Technology in Brief

The essential building blocks in an RFID system are called
trags and readers. A tag is a very small microchip which
can be used to store and wirelessly transmit identification
information, such as a serial number, of the object or person
that it 15 attached to. A reader, on the other hand. is a device
that interrogates formation stored m tags. In contrast to a
tag, which is usually quite simple and cheap, a reader may be
more complex and is often part of a larger computer system
that also includes a database holding information related to
tag IDs.

The general goal of RFID i1s to be able to automatically
and uniquely identify objects using radio transmussion tech-
nology. However, there are numerous different RFID imple-
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Objective:
RFID malware Design principles Whitepaper
* Inthe CEHv6 Labs CD-ROM, navigate to Module 39

. . .
* Open the RFID malware Design principles and examples.pdf and read the content
Available online at www. sciencedirect.com B eSS
. . pervasive
ScienceDirect and mobile
; computing
ELSEVIER Pervasive and Mobile Computing 2 (2006) 405-426 _—
www.elsevier.com/locate/pme
RFID malware: Design principles and examples™
Melanie R. Rieback®*, Patrick N.D. Simpson®, Bruno Crispo®®,
Andrew S. Tanenbaum®
& Department of Computer Science, Vrije Universitets, De Boelelaan 1081a, 1081 HV, Amsterdam, Netherlands
Y Department of Informasion and Communication Technalogy, University of Trento, Via Sommarive, 14, 38050,
Trenro, Iraly
Received 1 February 2006: received in revised form 5 June 2006; accepted 26 July 2006
Available online 6 October 2006
Abstract
This paper explores the concent of malware for Radio Freauencv Identification (RFID} svstems
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Objective:

Understanding RFID Challenges and Risks Whitepaper
* Inthe CEHv6 Labs CD-ROM, navigate to Module 39

* Open the Understanding RFID Challenges and Risks.pdf and read the content
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Executive Summary

Introduction

The wholesale distribution industry in North America continues
to face immense changes in its business environment. Cus-
tomers are more demanding, old cornpetitors are more
innovative, new competitors are emerging and suppliers are
pioneering new business models. Industry and government
regulations for safety and security are challenging wholesaler-
distributors’ current capabilities. Furthermore, technology
continues to bring custormers and suppliers closer together —
threatening wholesale distribution business models. Past
business and supply chain practices will not suffice in this new
environment
Radio Frequency Identification (RFID) presents both an oppor-
tunity and a challenge in the face of these vast changes.
Significant developments have brought new focus to RFID
adoption and commercialization. Key market drivers include
usage mandates, improving cost economics, demonstrated
adoption benefits, technalogical advances and standards
development. However, most wholesaler-distributors have not
yet made RFID adoption a priority in their businesses.
To succeed in today’s business environment, wholesaler-
distributors must demonstrate world-class capabilities in core
competencies, such as

¢ Inventory managernent and distribution

* Order processing and fulfillment

o Custormer value-added service and support

Key Takeaways
* RFID can benefit shareholder value by reducing costs,
improving asset utilization and increasing revenue, but
each wholesaler-distributor will be affected differently.

.

Not every wholesaler-distributor can realistically use RFID
within its operations; adoption will depend on factors such
as size and industry segment.

« Nurnerous market forces are propelling RFID forward,
leaving some wholesaler-distributors with no choice but to
embrace RFID.

Each wholesaler-distributor's approach to RFID adoption
will depend on the expected benefits and associated costs

.

Cormpanies should nat underestimate the economic,
technical and implementation challenges associated with
RFID

.

Wholesaler-distributors’ greatest risk is doing nothing in
the face of change. Determining your company's "tipping
point” and conducting a business case are critical first
steps in understanding the right time — if ever - to
embrace RFID
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Objective:

RFID Security and Privacy Whitepaper
* Inthe CEHv6 Labs CD-ROM, navigate to Module 39
* Open the RFID Security and Privacy.pdf and read the content
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RFID Security and Privacy:
A Research Survey

Ari Juels
RSA Laboratories
ajuels@rsasecurity.com

28 September 2005

Abstract— This article surveys recent technical research on the
problems of privacy and security for RFID (Radio Frequency
TDentification).

RFID tags are small, wireless devices that help identify objects
and people. Thanks to dropping cost, they are likely to proliferate
into the billions in the next several years — and eventually into
the trillions. RFID tags track objects in supply chains, and are
working their way into the pockets, belongings and even the
bodies of consumers. This survey examines approaches proposed
by scientists for privacy protection and integrity assurance in
RFID systems, and treats the social and technical context of
their work. While geared toward the non-specialist, the survey
may also serve as a reference for specialist readers.

A condensed version of this survey will appear in the IEEE
Jonrnal on Selected Areas in Commumication (J-SAC) in 2006.

Keywords: authentication. cloning. counterfeiting. EPC. privacy.
security, RFID

Advocates of RFID see it as a successor to the optical
barcode familiarly printed on consumer products. with two
distinet advantages:

1) Unigue identification: A barcode indicates the type of
object on which it is printed, e.g.. “This is a 100g bar
of ABC brand 70% chocolate” An RFID tag goes a step
further. It emits 2 unique serial number that distinguishes
ameng many millions of identically manufactured ob-
jects: it might indicate, e.g.. that “This is 100g bar of
ABC brand 70% chocolate, serial no. 897348738 ! The
unique identifiers in RFID tags can act as pointers to a
database entries containing rich transaction histories for
individual ttems

2) Automation: Barcodes, being optically scanned, require
line-of-sight contact with readers, and thus careful phys-
1cal positioning of scanned objects. Except in the most
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Objective:

Use Spam Reader to extend Outlook functionality with a Bayesian spam filter

= Inthe CEHv6 Labs CD-Rom, navigate to Module 40

= Install and launch Spam Reader

[~ Spam - Microsoft Outlock

Eile Edit View Go Tools Actions Spamﬂeader|ﬂelp

|y New - | g Reply (= Reply to Al

85 | @Back @ |CAIE (4 | 9

E%@md E-rmail @iunk E-mail @IEStM

= Gg Good Email
Lﬁ @ Junk Email
Test Message

Mail « |1 Spam

Check Folder
Empty Spam Folder

Favorite F...

*% [ 0 From

£] all Mai... -

¥
Mail Folders
=] Date: Last Week

Options...

i~ Core Security Tec

Emnail to support...

L &
iij

T PR

i=4  Oracle Business

= [ 0 & & & &

Help

Customize toolbar...

Crrl+Alt+ 4
Ctrl+ Alt+ B

Cerl+ A+
Ctrl+ 4lt+E

.

7

arity Tes:

he Ind

Select the email which you want to classify as Good. Go to Spam Reader menu and click Good
Email to ensure the email is not caught in the Spam Box. Click Yes to add it to safe list

f~i Spam -

EEiIe Edit View Go Tools Actions Spam Reader Help
: & Mew - i~ Reply @R&plyto}'—\ll ~'_11 Send/Receive -~  Start High Impact eMail 4.0 ; @Bk @ | A A | Y -Q outlookInk
(06 | @ Back @ | A LE=| &9 Lﬁ Messages - | = jﬁ "‘-i &

E%Qood E-mail %iunkE—mail @Iesth’lessage {@}thic-ns =

Mail « || Spam s
Favorite F... ¥ || ¢ &% [3]8 Fram Subject Re
Mail Folders 2
) 2 Date: Last Week ;
Sl anmai.. - - Spam Reader o |
= (=1 Care Security Technalogies L Th
- =
Ga (=i  Oracle Business Intelligence News - ]
@03 If’ "I Spam Reader detected the following mailing list:
@ 3 =) Date: Two Weeks Ago Y coresecurity_news@coresecurity.com
H 5 FedEx Purple lub Do you want to add this address to Safe Recipients List? =
=
Ca [ Date: Three Weeks Ago
L-:-' (=1 Sumit Haridaas es Mo Su
!‘:'_‘: ” (=]  CSISXRegistration Team W
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» Select the email which you want to classify as Junk E-Mail. Click OK to classify the email as
Junk.

Tocls  Actions  Spam Beader  Help
Replyto All | L% Send/Receive - | StartHigh Impact eMail 4.0 2 | @Back &) | 4 2] | £ @ | outl
&9 | B | Messages == -

-mail @Iestl\ﬂessage {@}thions =

m
Fram Subject
ast Week ) -
Confirmation =] ——
Oracle Business Intelligence Mewslett ple EPM
You have marked mezzages as Junk e-mail
~vo Weeks Ago

FedEx Purple Club

hree Weeks Ago [~ Donot show again

Sumit Haridaas

- . . Mote: You can customize the list of operations for marked meszages
CSI5X Registration Team on General tab of program options.

Cybermedia@lists.cybermedia.in TOMMUNTCASA2005 - RegIstel JTImeE 0w

»  Explore other options of the tool
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Objective:

Use Spytech Spam Agent to remove spam from your mailbox
* Inthe CEHv6 Labs CD-Rom, navigate to Module 40
» Install and launch Spytech Spam Agent

SpomAgenrit

\‘-.. spam termination and mail filtering

A Spamagent's E-Mail Inhox
L Double click to “Aew - Right click Meszage for Inte@ctive henu

aﬁ
General Options
~| Startup/Misc Config
Filter Options

Filtering and Rules

Report Spam
Send m Spam Report

Message Count: O

Sl Sender Subject Received Filtered by...
tart Monitoring | sibi |

onitor ywour Inbos

W Help
\ Help/Program Info

Recover View Delete Save All Clear All

* (Click on General Options

s,

< s SpomAgent

\‘-..h spam termination and mail filtering

Spamagent's E-Mail Inbox
Double click to “dew - Right click Message for Interactive henu

Sender | Subject Received | Filkered bry...

Message Court: O

Start Monitoring

! Monitor your Inbos

@~} General O hdons

| &=t Giariopsii=o Corfig

@ Filter Options
Filtering and Rule=

Report Spam
Send a Spam Report

Help
HelpsProgram Info

Becover View Delete Save All Clear All

*  Go to Startup Option menu and select Startup options
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Spytech SpamAgent General Option Properties

9 Startup Options | Q Accuuntlnfurmatiunl Thread F'riurityl

SwamAgent

spam termination a ail filtering

Select your Startup Options
ﬁ Load Spamagent Minimized to System Tray

SparmAgent will load with anly an icen visible in the
system tray,

D Load Spam&gent on Windows Startup

Spamagent will load when you turn your computer
an,

Start Maonitaring when SpamAgent starts

Spamagent will start monitoring vour mail
accounts autornatically when itis started,

D Check if Connected to Internet

will et check vour e-mail unless you are anline,

Thiz zetting iz useful for dialup users - Spamagent

Message Count: O

Received | Filtered by...

View Delete Save All Clear All

o]
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Fill all the options providing the information about the Account

| _—

Spytech SpamAgent General Option Proper '

EF Startup Options Q Account Informatian | Thread F'riu:urit_l,JI

SuamAgent

Spam termination and mail fikering

Account Information and Settings

|eccnunci|26@gmail.cum j

Uzername: Ieccounci|

Pazzword: I********

M ail Host: Ieccounci|26@gmai|.com

Sawve Account | Rermowve All |

Fermowve Account | Test Account |

Filtering Duration
Filtar enery |2— minutels].

Filtering Used
Filter the 'Sender’ Filter the 'Recipient'
Filter the 'Subject’ Filter the 'Body’

Delete Filterad Mail fram Server
ﬂplag Alart Sound when an E-mail is filtered

|

Message Court: O

Received | Filkered by, ..

View Delete Sawve All Clear All

] I Cancel
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* C(Click Thread Priority menu and select an option to select the priority

Spytech Spam#Agent General Option Properkies’

9 Startup Dptinnsl Q Account [nfarmaths

Swuamagent

spam termination a il filtering
SpamAgent Thread Performance

{7 Highest Thread Priority

() Above Mormal Thread Priority
{*} Mormal Thread Priority (D efault)
) Below Marmal Thread Priority

() Lowest Thread Priority

Mote: Adjusting Thread Priarity may strengthen or weaken pour
sy=tem perfarmance. A= a rule of thumb Marmal Priority is used,

If your cormputar performance seems to lag becauze of
SpamAgent, you can adjust SpamAgent's thread priorities to a
lower status [Below Mormal or Lowest) to reduce system lag,

Message Courdt: O

| Received | Filtered bey. ..

View Delete Save All Clear All

(@ Cancel |
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Lab 40-03
Objective:
Difficulties of Tracing Spam Email whitepaper
* Inte CEHv6 Labs CD-ROM, navigate to Module 40
» Open the The Difficulties of Tracing Spam Email.pdf and read the content

The Difficulties of Tracing Spam Email

Dan Boneh
dabo@cs . stanford.edu

Department of Computer Science
Stanford University™

September 9, 2004
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Objective:
Web Spam Taxonomy whitepaper

*» Inthe CEHv6 Labs CD-ROM, navigate to Module 40

* Open the Web Spam Taxonomy.pdf and read the content

Zoltan Gyongyi
Clomputer Sc

nce Department
Stanford University
zoltan@cs.stanford.edu

Abstract

Web spamming refers to actions intended to mislead
search engines into ranking some pages higher than
they deserve. Recently, the amount of web spam has in-
creased dramatically, leading to a degradation of search
results. This paper presents a comprehensive taxon-
omy of current spamming techniques, which we believe
can help in developing appropriate countermeasures.

1 Introduction
As mare and more people rely on the wealth of informa-

tion available online, increased exposure on the World
Wide Web may yield significant financial gains for in-
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Web Spam Taxonomy

Hector Garcia-Molina
Computer Science Department
Stanford University
hector@es.stanford. edu

techniques, but as far as we know, they still lack a
fully effective set of tools for combating it. We believe
that the first step in combating spam is understanding
it, that is, analyzing the techniques the spammers use
to mislead search engines. A proper understanding of
spamming can then guide the development of appro-
priate countermeasures.

To that end, in this paper we organize web spam-
ming techniques into a taxonomy that can provide a
framework for combating spam. We also provide an
overview of published statistics about web spam to un-
derline the magnitude of the problem.

There have been brief discussions of spam in the sci-
entific literature [3, 6, 12]. One can also find details for
several specific techniques on the Web itself (e.g., [11]).
Nevertheless, we believe that this paper offers the first
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Objective:

Spam Monitor Survey whitepaper

* Inthe CEHv6 Labs CD-ROM, navigate to Module 40

* Open the Spam Monitor Survey.pdf and read the content

senior IT management level wi
by Clearswift in October 2003,

PART 1 - SCOPE AND AIMS OF THE SURVEY

This survey report is based on the input of 1,260 professionals at middle to

Spam Monitor Survey Vol. Il

ho participated in an online study commissioned

Company Size
(Number of Employees)

The survey is representative of a
cross-section of industry sectors and
geographies. The largest groups of
respondents were based in the USA
(421), UK (398), Australia (148),
France (92) and Germany (66).
Responses were received from 45
countries in all. Respondents worked
in  small, medium and large
organisations. 38.7 per cent worked in
organisations of fewer than 50
people, 18 per cent in organisations of

Country Split
omer
Baneux 1% 2%
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between 50 and 250 people and
30.3 per cent worked in organisations
with over 1,000 people. The survey
was made up of a fotal of 50
questions which were put into 3
specific areas: Technology, Education
and Legislation.

The survey was hosted on the
following web sites - clearswift.com,
computerworld._com,
computerweekly.com, cbronline.com,

eomnutenunche de and wehlmi com
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Objective:
Spam A Security Issue whitepaper
* Inthe CEHv6 Labs CD-ROM, navigate to Module 40
* Open the Spam A Security Issue.pdf and read the content

December 2003

Spam: A Security Issue

Introduction

Spam has become a plague for email users around the world. The sheer volume of spam is
annoying as users have to clean their inboxes from these unwanted messages on a daily basis
In addition, the aggressive and often sexually explicit nature of spam is offensive and
frustrating to most end users. Spam is clearly a nuisance. but in this white paper, we will

demonstrate how spam has evolved into a true security issue for organizations.

We begin with defining email security, followed by an analysis of spam, spam-related threats
and some of the tools and methods used by spammers. Finally. we discuss next generation

email threats and the requirements to protect an organization's email infrastructure

appropriately
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Lab 41-01

Objective:

U3z USB Security whitepaper
* Inthe CEHv6 Labs CD-ROM, navigate to Module 41
* Open the ug_technology_vi1.0.pdf and read the content

# | Adobe Reader, - [u3_technology_v1.0.pdf]
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U3 USB Stick (In-)Security =
‘E{; Y Q2/2007 by Martin Susss, martin.susss@csnc.ch
USB Sticks with the U3 feature threaten the Applications may access local files and registry
security of workstations and the enterprise information but they are removed when the
infrastructure. stick is ejected properly.
Windows stores a few information bits in the
A technical analysis about the U2 technology registry for every USB device which is plugged
on USE sticks and mitigation approaches for in under the following registry  key:
personal usage as well as enterprises. HKEY_LOCAL_MACHINE|Systemi
CurrentControlSeflEnumiUSB
Introduction
USE memory sticks can be found Butwaltaadcond
almost everywhere. Today, they ..you can also use the Windows autostart
can be seen as the replacement for floppy- feature with a normal USE stick, so what's the
disks, ZIP-drives and all that kind of media. big deal?
Nearly unncticed, many of todays memory To automatically start an application from a
sticks contain the two characters "U3" in a normal USE stick, the Windows registry has to
= symbol on the backside. Where is the be changed (described later in this article). By
= difference to the old fashicned USB sticks? Do default, Windows only autostarts from CO/DVD
= they bear any risks? ROMz. Since U3 sticks emulate a CD ROM, the
o application will ba started by default.
k5 The U3 Technology In short, a Windows has to be changed to allow
A : autostart from remaovable devices but has also
ﬁ’/ A U2 USB Stick is a normal USB memory stick to be changed to deny autostart from CD/DVD
. on first sight. Additionally it emulates a CD drives.
T ROM drive with around 6MB of space. Any By the way: The autostart feature does not work
E computer will recognize a USB disk drive and a on Windows XP/2k when the screen is lockad.
= USE CD ROM drive when this stick is plugged
= in. 4 [re— ne
i Modifications
T The U3 technology was " n o i The Official Way
|| ekl A B8 B [ @ [ The vendors of the USB sticks 3
o o | 17 [ b Bl | ©@ © R ]
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